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Introduction

On December 17, 2008, United States Army Major Nidal Malik Hasan visited the
website of radical Islamic cleric Anwar al-Aulaqi. He sent a message to Aulaqi. The Federal
Bureau of Investigation acquired the message. A second message followed on January 1, 2009.
Members of the Joint Terrorism Task Force (JTTF) in the San Diego Field Office reviewed the
messages. Concerned by the message's content and implications that the sender was a U.S.
military officer, San Diego set a lead to International Terrorism Operations Section 1 at FBI
Headquarters and the JTTF in the Washington, D.C., Field Office (WFO).

Five months later, WFO conducted an assessment of Hasan, who worked as a psychiatrist
at the Walter Reed Army Medical Center. WFO queried certain FBI and Department of Defense
(DoD) databases and reviewed the limited set of Army personnel records available to DoD
personnel serving on JTTFs. In the meantime, San Diego had acquired and reviewed fourteen
additional messages and emails from Hasan to Aulaqi and two emails from Aulaqi to Hasan.

WFO did not assess Hasan to be involved in terrorist activities. San Diego advised WFO
that the assessment was inadequate. Neither Field Office took any further action. Hasan sent his
last message to Aulaqi on June 16,2009. Aulaqi did not respond.

Effective July 15, 2009, the Army assigned Hasan to the Darnall Army Medical Center at
Fort Hood, Texas. In October 2009, the Army notified Hasan that he would be deployed to
Afghanistan in November 2009.

On November 5, 2009, Hasan entered the Fort Hood deployment center. He carried two
pistols. He jumped on a desk and shouted "Allahu Akbar!" - Arabic for "God is great!" Then
he opened fire, killing twelve U.S. soldiers and one DoD employee, and injuring forty-two others.

The FBI immediately conducted an internal review of how San Diego and WFO handled
Hasan's communications with Aulaqi. As a result of the review, the FBI took specific steps to
improve its ability to detect and deter threats like Hasan. Those steps focused primarily on FBI-
DoD information-sharing, FBI Headquarters involvement in reviewing significant national
security cases, information technology improvements, and training.

FBI Director Robert S. Mueller, III, determined that an additional, independent
investigation of the FBI's actions was appropriate.



A. The Terms of Reference

On December 17, 2009, Director Mueller asked William H. Webster, a former U.S.
Attorney, U.S. District Judge, U.S. Circuit Judge, Director of the FBI, and Director of the
Central Intelligence Agency, to conduct an independent investigation of the FBI's handling of
the Hasan information. Without limiting the investigation, Director Mueller's Terms of
Reference asked Judge Webster to examine:

(1) the laws and policies applicable to the FBI's assessment of the threat posed by
Major Hasan;

(2) whether the FBI complied with applicable laws and policies;

(3) whether the actions taken by the FBI were reasonable under the circumstances
known at the time, and, if not, whether any administrative action should be
taken against any employee;

(4) whether current laws and policies strike an appropriate balance between
protecting individuals' privacy rights and civil liberties and detecting and
deterring threats such as that posed by Major Hasan;

(5) whether the steps the FBI is taking following an internal review of the
shooting are sufficient or whether there are other policy or procedural steps the
FBI should consider to improve its ability to detect and deter such threats in
the future; and

(6) whether the FBI should propose any legislative action to improve its ability to
detect and deter such threats while still respecting privacy and civil-liberty
interests.

B. The Investigation

Judge Webster assembled a team of seasoned investigators and attorneys to assist him.
The FBI provided the Webster Commission with unfettered access to personnel, documents, and
technology. An FBI liaison assisted in scheduling briefings, interviews, and Field Office visits,
and in identifying and producing FBI, Department of Justice (DOJ), DoD, and other government
documents. The FBI and the DOJ provided the Commission with more than 50 formal
interviews, meetings, and briefings; a far greater number of informal briefings and meetings; and
more than 300 documents totaling more than 10,000 pages. The FBI's Special Technologies and
Applications Section provided Commission members with direct access to FBI computer
systems, applications, and databases.

The Commission or its specialized teams conducted investigative interviews of all FBI
and other JTTF personnel who handled the Hasan information; conducted on-site visits and
interviews with counterterrorism squads and intelligence fusion cells in Northern Virginia,
Philadelphia, and Los Angeles that were not involved in the Hasan matter; and performed or
supervised comprehensive searches of the FBI's data holdings on Hasan and Aulaqi. To obtain a
broad range of perspectives, the Commission also consulted with outside experts on



counterterrorism, intelligence operations, information technology, and Islamic radicalism; public
interest groups that promote and protect civil liberties and privacy interests; and staff from
Congressional committees with FBI oversight responsibilities. The input of more than 300
persons informs our investigation and recommendations. We also reviewed hundreds of non-
government documents relevant to our inquiries.

Throughout our investigation, we witnessed the ever-increasing challenge that electronic
communications pose to the FBI's efforts to identify and avert potentially destructive activity.
Although this Report reviews the specifics of one tragic event, it also speaks to transcendent
issues that are crucial to the FBI's ability to combat terrorism in the electronic age.

Part One of this Report presents our Factual Findings. Chapters 1 and 2 discuss the
challenge of violent radicalization and one of the FBI's primary responses, the Joint Terrorism
Task Force program. Chapters 3 and 4 review the legal, operational, and technological
framework for the FBI actions at issue. Chapter 5 describes the FBI's investigation of Anwar al-
Aulaqi. Chapter 6 describes the FBI's actions in connection with the Hasan-Aulaqi
communications. Chapter 7 summarizes our review of the FBI's data holdings to identify what
information about Hasan and the Hasan-Aulaqi communications was available to the FBI before
and after the Fort Hood shootings.

Part Two contains our Analysis of the reasonableness and adequacy of the FBI's actions
in the context of the governing authorities, FBI policies and practices, and the operational and
technological environment of the time.

Part Three assesses the adequacy of the remedial steps that the FBI took following its
internal review of the Fort Hood shootings.

Part Four considers whether the FBI's governing authorities properly balance civil
liberties and privacy interests with the FBI's counterterrorism obligations. It also discusses the
potential evolution of those authorities.

Part Five contains our Recommendations for additional improvements to enhance the
FBI's ability to fulfill its counterterrorism mission and make our country a safer place to live
while respecting civil liberties and privacy interests.



C. FBI/U.S. Intelligence Community Personnel Identifiers

At the FBI's request, this Report identifies FBI and other U.S. Intelligence Community
personnel by anonymous abbreviations that indicate each person's geographic location or
headquarters assignment and job title.

San Diego Field Office/Joint Terrorism Task Force

FBI Supervisory Special Agent SD-SSA
FBI Special Agent SD-Agent
FBI Intelligence Analyst SD-Analyst
Task Force Officer 1 (NCIS) SD-TFO1
Task Force Officer 2 (NCIS) SD-TFO2
Task Force Officer 3 (DCIS) SD-TFO3

Washington, D.C., FBI International Terrorism Operations Section 1

FBI Supervisory Special Agent ITOS1-SSA
FBI Special Agent ITOS1-Agent
FBI Intelligence Analyst ITOS1 -Analyst

Washington, D.C., Field Office/Joint Terrorism Task Force

FBI Supervisory Special Agent WFO-SSA
FBI Intelligence Analyst WFO-Analyst
Task Force Officer (DCIS) WFO-TFO

Department of Defense, Defense Criminal Investigative Service

DoD Intelligence Analyst DCIS-Analyst

An Index of all acronyms used in this Report is appended.

D. FBI/U.S. Intelligence Community Redactions

This Final Report reviews sensitive counterterrorism intelligence and other classified
information. The FBI National Security Legal Branch, in cooperation with other members of the
U.S. Intelligence Community, has redacted that classified information - and only that
information — from the public version of the Final Report. The public version includes, to the
extent possible, unclassified descriptions of the content of those redactions. [Those descriptions,
like this sentence, appear in brackets.]



Part One

Factual Findings



Chapter 1

Violent Radicalization

A. Introduction

The Fort Hood shootings are a grim reminder that violent radicalization is a persistent
threat to the United States and its citizens and residents. Radicalization - whether based on
religious, political, social, or other causes - challenges the capability and capacity of the FBI and
other members of the U.S. Intelligence Community to identify, collect, analyze, and act on
accurate intelligence in time to detect and deter those who would commit violence.

, Although highly publicized terrorist plots and acts - and the Fort Hood shootings - have
referenced Islam, violent radicalization transcends any one religion - and, indeed,
religion - and can find causes in political, social, environmental, and other contexts. The
FBI's report on terrorist acts in the U.S. between 1980 and 2005 identified 318 events
(including bombings, arson and malicious destruction, and shootings); only 7% of those
events were attributed to Islamic extremists. Federal Bureau of Investigation, Terrorism
2002-2005 (2d ed. 2007).

Radicalism is not a crime. Radicalization alone, without incitement to violence, may not
constitute a threat. Our Constitution protects thoughts, words, and even actions associated with
extremism, including speeches, public assemblies, and attendance at places of worship. There
are limits, of course. The First Amendment, for example, does not embrace language that can
cause objective harm to people, their possessions, or their liberties. The Constitution does not
shield those who, in pursuit of radical ends, would cause harm - or those who incite or support
those who would cause harm.

In a 2006 speech, FBI Director Mueller observed that understanding radicalization and
countering its violent ends require constant calibration of how the FBI understands "the line
between the extremist and the operational." See Director Robert S. Mueller, III, The Threat of
Homegrown Terrorism, Speech to The City Club of Cleveland (June 23, 2006). In the age of
electronic communications, that line can be difficult to discern.

Nidal Malik Hasan's transformation into a killer underscores the dilemma confronting the
FBI. Hasan was a licensed psychiatrist and a U.S. Army Major with fifteen years of military
service. He was a member of two professional communities - mental health and defense -
whose missions include protection against violence. He worked at Walter Reed Army Medical
Center and other facilities in close and constant contact with other U.S. military personnel,
including fellow psychiatrists. He was a religious person. He had no known foreign travel.
Other than his eighteen communications with Anwar al-Aulaqi, he had no known contact and no
known relationships with criminal elements, agents of foreign powers, or potential terrorists.



This Report considers a myriad of factors that affect the FBI's ability to detect - and,
when legally possible, deter and disrupt - the violent radicalization of U.S persons. These
factors include the FBI's legal authority, written and informal policies, operational capability and
capacity, access to information, and technology. In this Chapter, we examine the pre-eminent
factor: the FBI's understanding of violent radicalization.

We spoke with FBI counter-terrorism officials, as well as Agents, Analysts, and Task
Force Officers at FBI Headquarters and in the field, to examine the FBI's understanding of
violent radicalization and its implications for intelligence, operations, and training before and
after the Fort Hood shootings. We consulted in unclassified settings with Jerrold Post, M.D.,
Professor of Psychiatry, Political Psychology, and International Affairs at George Washington
University. (Dr. Post served 21 years with the Central Intelligence Agency, where he founded
and directed the CIA's Center for the Analysis of Personality and Political Behavior. The CIA
awarded Dr. Post the Intelligence Medal of Merit in 1979 and the Studies in Intelligence Award
in 1980. He is a Life Fellow of the American Psychiatric Association, and the Association's
Chair of the Task Force for National and International Terrorism and Violence.) We also
reviewed contemporary learned texts to examine the psychiatric community's understanding of
violent radicalization and the role of the Internet in violent radicalization.

B. The Process of Violent Radicalization

1. The Dynamics of Violent Radicalization

The psychiatric community has identified the fundamental dynamics of violent
radicalization:

(a) Most terrorists are psychologically normal as individuals, and do not fit a medical
diagnostic category.

(b) Radicalization is not precipitous, but a process with "many way stations...."

(c) Violent radicals are creatures of a collective identity. Group, organizational, and
social psychology - not individual psychology - provide the most powerful
insights on terrorist behavior. (Indeed, group psychology plays an integral role in
"self-radicalization" as well as "lone wolf terrorism.)

(d) Leaders are essential to radicalization. Leaders draw together alienated,
discontented, and isolated followers who are prone to or ready to accept a
collective identity.

(e) Radicalization occurs when followers submit to the collective identity and leaders
identify a shared enemy as a target for violent behavior.

(f) Radicalization involves "a continuing reinforcement by manipulative leaders,
consolidating collective identity, externalizing, and justifying ... [and then]
requiring violence against the enemy."



J.M. Post, et al.. The Psychological and Behavioral Bases of Terrorism: Individual, Group and
Collective Contributions, 14 INT'L AFF. REV. 195, 196-99 (Fall 2005).

2. The FBI Model

In 2007, the FBI published a model of violent radicalization that parallels the
understanding of the psychiatric community. See C. Dyer etal., Countering Violent Islamic
Extremism, FBI LAW ENFORCEMENT BULLETIN, Dec. 2007.

The FBI model describes the process of violent radicalization - the "way stations" - as
four incremental stages of development:

Preradicalization - Identification -• Indoctrination - Action

"Pre-radicalization" is measured by an individual's motivation, stimuli, and opportunity
to radicalize. C. Dyer etal., at 6. A motivation for conversion - whether to a religion or another
cause - is critical to the process, and can take several forms.

"Acceptance seeking" conversions are a product of human nature - the need to form and
maintain interpersonal relationships. Persons with limited or fragile social ties may find
acceptance in the solidarity of extremist groups. In "jilted-believer" and "faith reinterpretation"
conversions, persons frustrated or dissatisfied with a belief system embrace a more militant
system. In "protest" conversions, the individual rebels against, or seeks an identity separate from,
family, society, or circumstances.

Stimulus is typically provided by a respected leader whose words, actions, or public
persona inspire conversion. The opportunity to radicalize ordinarily involves exposure to the
commitment of others to the leader or the cause. Differing venues can provide stimulus and
opportunity, including prisons, places of worship, universities, private settings, and the Internet.

The second phase of radicalization, "Identification," is marked by acceptance of and
devotion to the cause. C. Dyer etal., at 6. Accepting the cause often leads converts to become
isolated from their former lives as they seek guidance from the leader or other followers about
how to become more committed to the cause. Social interaction with other followers and travel
to live near or within the group may accelerate the process.

"Indoctrination" involves a conviction that the cause requires violent action. C. Dyer et
al., at 6. It commonly occurs through active participation in or access to the cause's activities
and inner workings. Converts assert a personal stake in the cause and believe that action is
needed to support the cause. In religious contexts, extremist clerics can play a major role in
indoctrination because of their emotional hold over impressionable followers and their ability to
provide spiritual justification for violence.



"Action" is the manifestation of a commitment to engage in violence. C. Dyer et_al., at 6.
Action can be violent or nonviolent (for example, financing or facilitating others who pursue
violence); but its purpose is to-further the cause and to harm the perceived enemy.

Radicalization to the final stage is not inevitable. The process of radicalization can be
interrupted. The process can be reversed. Many persons reach only the first or second or third
stage, without ever entering the stage of action.

The objective of the FBI model is to "identify [through each stage] indicators of those
who demonstrate the potential for violence," and the "patterns and trends of extremist behavior."
C. Dyer et _al., at 4, 8. The challenge lies in finding actionable indicators in time to respond in a
lawful manner to the potential for violence. Reliable indicators of radicalization are more
difficult to detect and act on in nascent stages. The early phases of radicalization may take place
outside the knowledge of anyone but the radicalizing individual. They may also take place in
ways that implicate the civil liberties and privacy interests of U.S. persons, cautioning or
demanding investigative restraint. Even if the FBI obtains intelligence evidencing an individual
in the radicalization process, that intelligence may not provide a legitimate basis for investigation.
A person's opportunity to radicalize - for example, by downloading an audio file of a radical
speech or sermon - is alone not a justification for investigation. An individual's acceptance of a
cause - for example, by joining a peaceful demonstration against Israeli settlements in Palestine
- is alone not a justification for investigation. Even an individual's conviction that a cause
requires action - for example, by writing an op-ed article in support of Hamas - may not provide
a justification for investigation, if that individual shows no inclination to take violent action
based on that conviction.

The difficulties of detecting violent radicalization and justifying FBI intervention are
exacerbated because the four stages of radicalization progress with ever-increasing speed. Pre-
radicalization and identification may take years. Indoctrination and action may take months,
weeks, even days. Detection in the early stages may be impossible. Detection in the later stages
may not allow time to respond before violence occurs.

3. The Lone Actor and Internet Radicalization

Newspaper reports recently quoted President Obama as stating that "the most likely
scenario that we have to guard against right now ends up being more of a lone wolf operation
than a large, well coordinated terrorist attack." Associated Press (August 17, 2011). For nearly a
decade, the FBI has forecast the dangers of "lone wolf terrorists, both international and
domestic. See The FBI Strategic Plan 2004-2009; Testimony of Patrick Rowan, FBI Acting
General Counsel, before the House Perm. Sel. Comm. on Intelligence (July 23, 2003).

Lone actors can pass through the four stages of radicalization with little or no personal
contact with a leader or another violent radical - and thus without conventional accomplices, co-
conspirators, or handlers. Evolving communications technologies - most notably, the Internet -
play an increasingly weighty role in the phenomenon of the lone actor. Radical voices can
provide leadership via the Internet at each stage of radicalization, including a call to action for



individuals who have no other association with them. For example, the al-Qaeda Internet treatise
Iraqi Jihad, Hopes and Risks was the apparent inspiration for the 2004 Madrid train bombings.

The Internet can provide individuals with remote, yet regular, access to the teachings and
instructions of violent radical leaders, supplanting the real-world meeting places traditionally
used to radicalize - and traditionally used by the FBI to detect violent radical ization. The
Internet also offers exposure to extraordinary amounts of information at little or no cost; the
ability to join and participate in virtual networks of like-minded individuals, finding the group
identity that is part of radicalization; and, of course, the potential for shrouding identities.

A crucial lesson of Fort Hood is that the information age presents new and complex
counterterrorism challenges for the FBI. Diverse and ever-growing waves of electronic
information confront its law enforcement and intelligence-gathering activities. Emerging
technologies demand changes in the ways that the FBI acquires, stores, reviews, organizes,
manages, disseminates, and acts on intelligence.
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Chapter 2

The Joint Terrorism Task Force Program

The actions under review took place in the context of the FBI's Joint Terrorism Task
Force (JTTF) program. The San Diego JTTF identified the first two communications from
Hasan to Aulaqi and set a lead on Hasan to the Washington, D.C., JTTF.

The Department of Justice (DOJ) and the FBI developed the JTTF program as a
counterterrorism partnership among U.S. law enforcement and intelligence agencies. The FBI
and the New York City Police Department established the first JTTF in 1980. By September 11,
2001, there were 35 JTTFs in the U.S. Today, there are 104 JTTFs, including at least one in each
of the FBI's 56 Field Offices.

The JTTF program organizes and coordinates federal, state, and local resources in an
effort to detect, deter, disrupt, and otherwise respond to the threat of terrorism. Each JTTF is a
cell of trained investigators, intelligence analysts, linguists, and other specialists from the FBI
and other law enforcement, intelligence, and public safety agencies (including, for example,
Immigration and Customs Enforcement, Secret Service, regional transit authorities, state
highway patrols, and local police departments). JTTF members engage in surveillance,
electronic intercepts, source development, interviews, database analysis, and other investigative
techniques. They operate daily in the realm of counterterrorism, facing threats that range from
lone actors to international terrorist networks.

The JTTF program's success in combating terrorism is well-documented. JTTFs have
played crucial roles in foiling major terrorism plots that include, among others:

• Antonio Martinez (planned attack on military recruiting center in Catonsville,
Maryland)

• Mohamed Osman Mohamud (planned attack on tree-lighting ceremony in
Portland, Oregon)

• Farooque Ahmed (plot to bomb Metrorail stations in Northern Virginia)

• Shaker Masri (planned travel to Somalia to support al Shabaab)

• Zachary Chesser (planned travel to Somalia to support al Shabaab)

• Mohammed Mahmood Alessa and Carlos Eduardo Almonte (planned travel to
Somalia to support al Shabaab)

• Hosam Smadi (plot to bomb office building in Dallas, Texas)
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• Michael Finton (plot to detonate bomb outside federal building in Springfield,
Illinois)

• James Cromitie (plot to bomb a synagogue and military facility in New York City)

• Khalid Ali-M Aldawsari (attending college on student visa; purchased equipment
and chemicals to make an improvised explosive device in Lubbock, Texas)

• Colleen LaRose (recruitment of jihadist fighters to commit murder overseas)

• Abu Khalid Abdul-Latif and Walli Majahidh (plot to attack military recruiting
center in Seattle)

• Waad Ramadan Alwan and Mohanad Shareef Hammadi (plot to ship money and
weapons in support of al Qaeda in Iraq)

The FBI and its JTTF partners established the National Joint Terrorism Task Force
(NJTTF) in 2002 to provide a central forum for sharing terrorism threats and intelligence among
federal, state, and local agencies, and to provide program management, oversight, and support
for JTTFs. The NJTTF is organized within the FBI Counterterrorism Division and at the
National Counterterrorism Center. It has 42 member agencies: 11 Department of Defense
agencies; 27 other federal agencies; and four state, regional, or local agencies.

The FBI enters into a Memorandum of Understanding or other formal agreement to
define each agency's participation in the program. Under these agreements, the FBI funds the
participating agencies' direct expenses, including overtime, vehicles, fuel, mobile telephones,
and office costs. JTTF personnel from the participating agencies - who are known as Task Force
Officers - carry out their duties subject to the laws, policies, and other authorities that govern the
FBI. Our examination of the FBI's actions in the Hasan matter thus begins with a review of
those governing authorities.

12



Chapter 3

The FBI's Governing Authorities

The Terms of Reference asked Judge Webster to examine "the laws and policies
applicable to the FBI's assessment of the threat posed by Major Hasan."

A. Primary Authorities

1. The Attorney General

The FBI's primary investigative authority derives from the statutory authority of the
Attorney General. See 28 U.S.C. §§ 509, 509A, 510, 533, and 534. The Attorney General
delegates that authority, primarily in 28 C.F.R. § 0.85, which provides that the FBI shall
"[investigate violations of the laws ... of the United States and collect evidence in cases in
which the United States is or may be a party in interest...." Id.

The FBI has lead investigative responsibility for domestic and international terrorism,
which includes, among other things, the unlawful use of force and violence against persons or
property to intimidate or coerce a government or civilians in furtherance of political or social
objectives. See 18 U.S.C. §§ 2331(1) and (5) (providing the complete definition of "terrorism,"
including the distinction between domestic terrorism and international terrorism). Within the
United States, the FBI's counterterrorism mission includes "the collection, coordination, analysis,
management and dissemination of intelligence and criminal information as appropriate." 28
C.F.R. § 0.85(1).

2. Executive Order 12333

The FBI's intelligence-gathering authorities also derive from Executive Order 12333,
issued by President Ronald Reagan in 1981 and amended by subsequent administrations. The
Executive Order grants the U.S. Intelligence Community - including the FBI - the power to use
"[a]ll [lawful] means ... to obtain reliable intelligence information to protect the United States
and its interests," while preserving the civil rights, liberties, and privacy of all U.S. persons.
Exec. Order No. 12333 at § 1.1 (Dec. 4,1981), as amended by Exec. Order Nos. 13284 (2003),
13355 (2004), and 13470 (2008). It authorizes the FBI, under the supervision and regulations of
the Attorney General, to:

(1) collect (including through clandestine means), analyze, produce and disseminate
foreign intelligence and counterintelligence to support national and departmental
missions, in accordance with procedural guidelines approved by the Attorney
General, after consultation with the Director;

(2) conduct counterintelligence activities; and
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(3) conduct foreign intelligence and counterintelligence liaison relationships with
intelligence, security, and law enforcement services of foreign governments or
international organizations....

Id. at § 1.7(g). "Foreign intelligence includes information relating to the capabilities, intentions,
or activities of... international terrorists." Id. at § 3.5(e).

This broad authority is balanced by the Executive Order's declaration that "[e]lements of
the Intelligence Community are authorized to collect, retain, or disseminate information
concerning United States persons only in accordance with procedures established by the head of
the Intelligence Community element concerned or by the head of a department containing such
element and approved by the Attorney General...." Exec. Order No. 12333 at § 2.3. The
Executive Order protects against the misuse of foreign intelligence and guards the privacy of U.S.
persons by specifying "that no foreign intelligence collection by [Intelligence Community
elements other than the FBI] may be undertaken for the purpose of acquiring information
concerning the domestic activities of United States persons." Id. at § 2.3(b). A "U.S. person" is
a citizen, lawfully admitted permanent resident alien, or corporation incorporated in the U.S. Id.
at § 3.5(k).

Executive Order 12333 also requires the FBI and other Intelligence Community members
to "use the least intrusive collection techniques feasible within the United States or directed
against United States persons abroad." Exec. Order No. 12333 at § 2.4. The choice of technique
and its level of intrusiveness are matters of judgment in light of the seriousness of the threat.
For more serious threats, more intrusive means may be appropriate.

B. Secondary Authorities

1. The Foreign Intelligence Surveillance Act

The Foreign Intelligence Surveillance Act of 1978 (FISA), 50 U.S.C. §§ 1801 et seq.,
establishes the process for obtaining judicial approval of electronic surveillance and physical
searches to collect "foreign intelligence information." FISA defines "foreign intelligence
information" as

(1) information that relates to, and if concerning a United States person is necessary
to, the ability of the United States to protect against (A) actual or potential attack
or other grave hostile acts of a foreign power or an agent of a foreign power; (B)
sabotage, international terrorism, or the international proliferation of weapons of
mass destruction by a foreign power or an agent of a foreign power; or (C)
clandestine intelligence activities by an intelligence service or network of a
foreign power or by an agent of a foreign power; or

(2) information with respect to a foreign power or foreign territory that relates to, and
if concerning a United States person is necessary to — (A) the national defense or
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the security of the United States; or (B) the conduct of the foreign affairs of the
United States.17

50U.S.C. §1801(e).

To collect foreign intelligence information under FISA's electronic surveillance and
physical search provisions, the FBI must provide facts to the Foreign Intelligence Surveillance
Court (FISC) establishing probable cause to believe that the target of the surveillance or search is
a "foreign power" or "agent of a foreign power." 50 U.S.C. § 1804(a)(3)(A); Exec. Order No.
12333 at § 2.5. To pursue electronic surveillance, the FBI must also show that "the facilities or
places at which the electronic surveillance is directed [are] being used, or are about to be used"
by the target. 50 U.S.C. § 1804(a)(3)(B). To undertake a physical search, the FBI must show
that "the premises or property to be searched is or about to be owned, used, possessed by or is in
transit to or from" the target. 50 U.S.C. § 1823(a)(3)(C).

To balance the intrusive nature of surveillance and searches - and to protect the rights of
non-consenting U.S. persons - FISA requires "minimization" procedures for the acquisition,
retention, and dissemination of information collected through electronic surveillance or physical
search. 50 U.S.C. §§ 1801(h), 1821(4). FISA requires the Attorney General to adopt procedures
to assure, among other things, that nonpublic information that is not foreign intelligence (as
defined in 50 U.S.C. § 1801(e)) or evidence of a crime is not disseminated in a manner that
identifies any U.S. person without that person's consent, unless that person's identity is
necessary to understand foreign intelligence or assess its importance. In most cases, the FBI
follows Standard Minimization Procedures (SMPs) approved by the Attorney General and the
FISC. Special minimization procedures apply in certain cases. 50 U.S.C. § 1801(h).

Other sections of FISA provide for pen registers and trap-and-trace devices for foreign
intelligence purposes; access to certain business records for foreign intelligence purposes; and
reporting requirements. 50 U.S.C. §§ 1841-46, 1861-63,1871.

v FISA defines "international terrorism" as activities that:

(1) involve violent acts or acts dangerous to human life that are a violation of the
criminal laws of the United States or of any State, or that would be a criminal
violation if committed within the jurisdiction of the United States or any State;

(2) appear to be intended—
(A) to intimidate or coerce a civilian population;
(B) to influence the policy of a government by intimidation or coercion; or
(C) to affect the conduct of a government by assassination or kidnapping; and

(3) occur totally outside the United States, or transcend national boundaries in terms
of the means by which they are accomplished, the persons they appear intended to
coerce or intimidate, or the locale in which their perpetrators operate or seek
asylum.

50 U.S.C. §1801 (c).
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2. National Security Letters

Five statutes authorize the FBI to issue administrative subpoenas known as National
Security Letters (NSLs) to obtain limited types of information from third-party custodians
without court approval:

(1) the Electronic Communications Privacy Act, 18 U.S.C. § 2709 (telephone and
email communication records from telecommunications companies and Internet
service providers);

(2) the Right to Financial Privacy Act, 12 U.S.C. § 3414(a)(5)(A) (records of
financial institutions);

(3) the Fair Credit Reporting Act, 15U.S.C. §§ 168 1u(a) and (b) (lists of financial
institutions and consumer-identifying information from credit reporting
companies);

(4) the Fair Credit Reporting Act, 15 U.S.C. § 1681 v (credit reports in international
terrorism cases); and

(5) the National Security Act, 50 U.S.C. § 436 (records involving Executive Branch
employees in investigations of improper disclosure of classified information).

Like grand jury subpoenas in traditional criminal cases, NSLs allow the FBI to acquire
basic information that can serve as the building blocks of a national security investigation.
Unlike grand jury subpoenas, however, NSLs are not issued by a U.S. attorney and are limited to
the statutorily specified records. Each NSL statute has discrete standards. To our knowledge,
Congress has made no effort to normalize these standards to eliminate confusion and the risk of
error. Each statute contains non-disclosure provisions, which, upon certification by a specified
government official, restrict the recipient's ability to disclose the NSL. The statutes require the
FBI to report information to Congress about its use of NSLs. E.g., 18 U.S.C. § 2709(e).

The FBI has no other statutory authority to issue administrative subpoenas. The Attorney
General has delegated the authority to the FBI to issue administrative subpoenas under 21 U.S.C.
§ 876 and 18 U.S.C. § 3486 for drug program investigations and child sexual exploitation and
abuse investigations.

3. The PATRIOT Act

The Uniting and Strengthening America by Providing Appropriate Tools Required to
Intercept and Obstruct Terrorism Act of 2001, better known as the PATRIOT Act, was passed on
October 26, 2001, in the aftermath of the September 11 attacks. Pub. L. 107-56, 115 Stat. 272
(2001). The PATRIOT Act vested the FBI with new investigative authorities to combat
terrorism, amending, among other things, 50 U.S.C. §§ 1801(b)(l)(c), 1805(c)(2)(B), and 1861-
63. Although not all of these authorities are relevant to the FBI's actions under review here, we
discuss them because of their importance to the FBI's counterterrorism mission. The PATRIOT
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Act also helped eliminate the so-called FISA "wall" between law enforcement and intelligence,
which had limited the ability of criminal investigators and intelligence agents to share
information.

Section 218 of the PATRIOT Act clarifies that the FBI and other members of the U.S.
Intelligence Community have the authority to gather, through electronic surveillance and
physical searches, "foreign intelligence information" from U.S. and non-U.S. persons. It
amended FISA to require a showing that the acquisition of foreign intelligence information was a
"significant purpose" - rather than "the purpose" - of the proposed surveillance or search.

Section 505 of the PATRIOT Act revised the standard for issuing NSLs. As originally
enacted, the NSL statutes targeted an "agent of a foreign power." Today, the FBI can issue
NSLs if the information sought is relevant to an authorized investigation to protect against
international terrorism or clandestine intelligence activities, provided that such an investigation
of a U.S. person is not conducted solely on the basis of activities protected by the First
Amendment. .

Section 206 of the PATRIOT Act amended FISA to enable the government to conduct
"roving" surveillance of targets whose actions thwart FISA surveillance. Previously, national
security investigators had to obtain a new FISC order each time the target of electronic
surveillance used a different communications service provider. With "roving" authority, the FBI
can maintain reasonably continuous surveillance as a target moves from one device to another,
which is standard tradecraft for surveillance-conscious terrorists and spies. This change brought
FISA in line with the Federal Wiretap Act (also known as Title III), which had authorized roving
surveillance in criminal cases since 1986. See 18 U.S.C. § 2518(11). When the FBI implements
roving authority under FISA, it must demonstrate to the FISC, normally within 10 days, probable
cause that the target is using, or is about to use, the new device. See 50 U.S.C. § 1805(c)(3).2/

Section 215 of the PATRIOT Act amended FISA to authorize the FISC to issue orders
for the production of the types of records and other tangible things that law enforcement officers
and prosecutors historically have been authorized to acquire through grand jury subpoenas. See
50 U.S.C. § 1861. Previously, investigators in national security matters could secure a court
order only for limited types of records by showing "specific and articulable facts" that the
subject was a foreign power or an agent of a foreign power. Section 215 adopted the standard of
"relevance to an authorized investigation." 50 U.S.C. § 1861(b)(2)(A).

To obtain a Section 215 order, the government generally must show that (1) the
information is sought for an authorized national security investigation conducted under
guidelines approved by the Attorney General; (2) the information sought is relevant to the
authorized investigation; and (3) if the investigative target is a U.S. person, the investigation is
not based solely on activities protected by the First Amendment. 50 U.S.C. §§ 1861(a) and

21 Courts have upheld the constitutionality of roving surveillance, rejecting claims that it
violates the Fourth Amendment's "particularity" requirement. E.g., United States v. Jackson,
207 F.3d 910,914 (7th Cir.), vacated on other grounds, 531 U.S. 953 (2000); United States v.
Gaytan, 74 F.3d 545, 553 (5th Cir. 1996); United States v. Bianco, 998 F.2d 1112, 1122-23 (2d
Cir. 1993); United States v. Petti, 973 F.2d 1441, 1445 (9th Cir. 1992).
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(b)(2)(A). The government must adhere to minimization procedures that limit the retention and
dissemination of information concerning U.S. persons. 50 U.S.C. §§ 1861(b)(2)(B) and (g).

Section 215 prohibits the recipient of a business records order from disclosing it; but the
recipient may challenge its legality and any non-disclosure requirement in court. 50 U.S.C. §
1861(d). To date, no recipient of a Section 215 order has challenged its validity or a non-
disclosure requirement.

4. The Intelligence Reform and Terrorist Prevention Act

When FISA was passed in 1978, the likely targets of counterterrorism surveillance were
agents of an organized terrorist group like the Red Brigades, the Irish Republican Army, or the
Palestinian terrorist organizations of that era. Given the increasing fluidity in the membership
and organization of international terrorists, the FBI may not be able to ascertain a foreign
terrorist's affiliation with an international organization. Section 6001 of the Intelligence Reform
and Terrorist Prevention Act of 2004 (IRTPA) allows the government to conduct surveillance on
a non-U.S. person who "engages in international terrorism or activities in preparation therefor"
without demonstrating an affiliation to a particular international terrorist organization. Pub. L.
108-458, § 6001, 118 Stat. 3638, 3742 (2004).

Sections 206 and 215 of the PATRIOT Act and Section 6001 of IRTPA were scheduled
to "sunset" on December 31, 2009. In May 2011, after an interim extension, Congress extended
the provisions until June 1, 2015, without amendment.

5. The Communications Assistance for Law Enforcement Act

The Communications Assistance for Law Enforcement Act of 1994 (CALEA), 47 U.S.C.
§§ 1001 et seq., requires telecommunications providers to develop and deploy intercept
capabilities in their networks to ensure that the FBI and other U.S. law enforcement agencies can
conduct lawful, authorized interception and electronic surveillance pursuant to FISA and U.S.C.
Title 18.

CALEA's mandate applies to "telecommunications carriers," which the statute defines as
entities "engaged in the transmission or switching of wire or electronic communications as a
common carrier for hire [including those that provide] ... commercial mobile service" and any
other entities that the Federal Communications Commission (FCC) finds provide a service that
replaces a substantial portion of local telephone exchange service and, in the public interest,
should be subject to CALEA. 47 U.S.C. § 1001(8).

In 2005, the FCC applied CALEA to providers of facilities-based broadband Internet
access services and providers of "interconnected" Voice over Internet Protocol (VoIP) services.
The FCC defines "interconnected" VoIP services as those that (1) enable real-time, two-way
voice communications; (2) require a broadband connection from the user's location; (3) require
IP-compatible customer premises equipment; and (4) permit users to receive calls from and
terminate calls to the public switched telephone network. See Communications Assistance for
Law Enforcement Act and Broadband Access and Services, First Report and Order and Further
Notice of Proposed Rulemaking, 20 FCC Red 14989,15008| 39 (2005). The FCC held that
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these services had replaced a substantial portion of local telephone exchange service and that
public interest factors supported applying CALEA to these providers. Id. at 15001 -12Tf| 24-40.

CALEA imposes "assistance capability requirements" on telecommunications carriers to
ensure that, in the event of court-ordered or other lawfully authorized government electronic
surveillance, these carriers are capable of:

(1) Expeditiously isolating and enabling the government to intercept all wire and
electronic communications of a target concurrent with their transmission;

(2) Expeditiously isolating and enabling the government to access reasonably
available call-identifying information contemporaneously with its transmission in
a manner that allows that information to be associated with the communication to
which it pertains;

(3) Delivering intercepted communications and call-identifying information to the
government; and

(4) Facilitating interception and access to call-identifying information unobtrusively
and with a minimum of interference to the subscriber's service, and in a manner
that protects the privacy and security of communications and call-identifying
information not authorized to be intercepted and information about the fact of the
interception.

47U.S.C. § 1002(a).

CALEA also requires "manufacturers of telecommunications transmission or switching
equipment" and "providers of telecommunications support services" (as defined in the statute) to
cooperate with telecommunications carriers to make available, on reasonable terms and prices,
features or modifications necessary to enable the carriers to comply with assistance capability
requirements. 47 U.S.C. § 1005(b).

CALEA provides a compliance "safe harbor" to carriers that comply with technical
requirements or standards adopted by telecommunications industry associations or standard-
setting organizations or by the FCC. 47 U.S.C. § 1006.

C. Policies and Guidelines for Counterterrorism Operations

1. The Attorney General's Guidelines for Domestic FBI Operations

The FBI is also governed by Department of Justice and internal guidelines and policies.
The Attorney General's Guidelines for Domestic FBI Operations (AG Guidelines) were issued
on September 29, 2008, pursuant to 28 U.S.C. §§ 509, 509A, 510, 533, 534 and Executive Order
12333. Although not specific to counterterrorism, the AG Guidelines are the culmination of the
evolution of the FBI and its policies for domestic operations since September 11, 2001. During
these years, the FBI reorganized and reoriented its programs and missions, increased focus on
compliance issues, and implemented major revisions to its operational policies.
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The AG Guidelines apply to FBI investigative and intelligence collection activities in the
U.S., its territories, and outside the territories of all nations. They govern most FBI investigative
activities in foreign nations because those activities generally arise from authorized domestic
investigations. Otherwise, FBI activities in foreign nations are governed by non-superseded
sections of the Attorney General's Guidelines for FBI National Security Investigations and
Foreign Intelligence Collection (NSIG) (2003) and the Attorney General's Guidelines for
Extraterritorial FBI Operations (1993), which have not been updated since their effective dates.

The AG Guidelines set standards for information-gathering activity, affording the FBI
flexibility to adapt the information sought and the methods used to the nature of the investigation
and the character of the information supporting the need for investigation. The AG Guidelines
define two primary levels of investigation: assessments and predicated investigations.

The AG Guidelines maintain the historical respect for the "least intrusive means" and the
exercise of First Amendment and other protected rights. As an overarching control, investigators
must consider and use the least intrusive feasible method under the circumstances of obtaining
information that is relevant to the purpose of the assessment or investigation. AG Guidelines
I.C.2. The AG Guidelines also prohibit the collection or maintenance of information on U.S.
persons solely for purposes of monitoring the lawful exercise of First Amendment or other rights
secured by the Constitution and investigations based solely on race, ethnicity, national origin, or
religion. AG Guidelines I.C.3.

The FBI implemented the AG Guidelines through the Domestic Investigations and
Operations Guide (DIOG), which became effective on December 16, 2008. A revised guide,
DIOG 2.0, became effective on October 15, 2011.

Assessments. To open an assessment, an FBI Agent must identify the purpose of the
assessment in writing and that purpose must be within the FBI's mission (Le.', an "authorized
purpose"). No particular factual predication is required, but the basis of an assessment cannot be
arbitrary or groundless speculation. Any investigative activity must be related to the purpose of
the assessment. See DIOG §§ 5.1-5.3. For example, to carry out its counterterrorism
responsibilities, the FBI must draw proactively on available sources of information to identify
potential terrorist threats and activities. The FBI cannot wait for leads to come in through the
actions of others, but must be vigilant in detecting potential threats and activities to the extent
permitted by law, with an eye toward early intervention and prevention. The proactive
investigative authority conveyed in assessments is designed to discharge these responsibilities.

The AG Guidelines authorize six types of assessments: the prompt and limited checking
of leads that individuals or groups (Type 1 and Type 2) are or may be engaged in criminal
behavior or pose a national security threat; the collection of information necessary to the
evaluation of threats and vulnerabilities (Type 3) and to facilitate intelligence analysis and
gathering (Type 4); information gathering for the limited purpose of identifying, vetting,
recruiting, validating, and maintaining the cover or credibility of human sources (Type 5); and
the collection of foreign intelligence in response to a national intelligence requirement (Type 6).
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AG Guidelines II.A.3. Supervisory approval is required to open all but Type 1 and Type 2
assessments.37

The methods authorized in assessments are generally those of relatively low intrusiveness,
such as obtaining publicly-available information, checking government records, and requesting
information from members of the public. More intrusive techniques such as electronic
surveillance, undercover operations, NSLs, pen registers, and trap-and-trace devices may not be
used in assessments. DIOG 2.0 §§ 5.09, 5.10.

Predicated Investigations. Predicated investigations can be based on allegations,
reports, facts, or circumstances that indicate possible criminal or national security-threatening
activity, or the potential for acquiring information responsive to foreign intelligence
requirements. The AG Guidelines require supervisory approval to initiate predicated
investigations. AG Guidelines II.B.2.

Predicated investigations that concern federal crimes or threats to the national security are
divided into preliminary investigations and full investigations. The FBI may initiate preliminary
investigations based on any allegation or information indicative of possible criminal or national
security-threatening activity. More substantial predication is required for full investigations.
Time limits, which may be extended, are set for the completion of preliminary investigations.
Full investigations may be pursued without preset limits on their duration.

Information Sharing / Intelligence Information Reports. The AG Guidelines also
govern information sharing. The FBI is responsible for providing "information as consistently
and fully as possible to agencies with relevant responsibilities to protect the United States and its
people from terrorism and other threats to the national security, except as limited by specific
constraints on such sharing." AG Guidelines VI.D. The FBI must disseminate information in a
manner that protects the privacy, civil liberties, and other legal rights of U.S. persons consistent
with the Privacy Act of 1974 and other statutes-, executive orders, and Presidential directives. Id.
at VLB. The dissemination of information acquired under FISA is subject to minimization
procedures and other statutory requirements.

The AG Guidelines authorize the FBI to conduct research, analyze information, and
prepare reports and intelligence assessments concerning matters relevant to authorized FBI
activities, including terrorism and other threats to the national security. AG Guidelines VLB.
Under this authority, the FBI issues Intelligence Information Reports (IIRs) to share raw
intelligence within the FBI,and with other members of the U.S. Intelligence Community. "Raw
intelligence" refers to unevaluated intelligence information, generally from a single source,
which has not been fully evaluated, interpreted, or analyzed. The FBI produced 25,012 IIRs in
2010. FBI Information Sharing Report, 21-22 (2010).

3/ The original DIOG, like the AG Guidelines, authorized six types of assessments.
Because Type 1 and Type 2 assessments are essentially identical, varying only in whether they
involve an individual or group, DIOG 2.0 combines them and refers to them collectively as
"Type 1 & 2 assessments."
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To protect privacy and other legal rights of U.S. persons, the DIOG directs that
intelligence reports and assessments not contain U.S. person information if the intelligence can
be conveyed without including identifying information. DIOG § 15.7.B. Threats can be
reported via IIR only if the information is sufficiently detailed and reliable to serve as a basis for
preventive action.

Oversight. The AG Guidelines also establish oversight mechanisms for FBI national
security investigations. Oversight is accomplished through (1) a dedicated oversight section
within DOJ's National Security Division; (2) a dedicated compliance office within the FBI; (3)
on-site audits conducted by the FBI's Inspection Division; (4) notices and reports internally and
to DOJ; (5) FISC filings; and (6) reports to the President's Intelligence Oversight Board. For
example, the AG Guidelines require notifications and reports by the FBI to the National Security
Division about the initiation of national security investigations and foreign intelligence collection
activities in certain contexts. AG Guidelines, Introduction, VI.D. The AG Guidelines also
authorize the Assistant Attorney General for National Security to request additional reports and
information about those activities. Id.

All FBI employees are responsible for ensuring that their activities comply with the AG
Guidelines, federal statutes, executive orders, and the Constitution. Several offices, including
the DOJ Office of Privacy and Civil Liberties, the FBI Privacy and Civil Liberties Unit, the FBI
Inspection Division, the FBI Office of General Counsel, and the FBI Office of Integrity and
Compliance, are responsible for ensuring that FBI employees fulfill the responsibility to
undertake activities authorized by the AG Guidelines in a lawful, appropriate, and ethical manner.
A significant component of DOJ National Security Division oversight comes in the form of
National Security Reviews, the in-depth reviews of national security investigations that the
National Security Division and the FBI Office of General Counsel commenced in 2007. Each
FBI Field Office undergoes a National Security Review every three to four years, but reviews
may occur more frequently depending on the office's history of compliance.

In 2007, the FBI established the Office of Integrity and Compliance (OIC), modeled after
private sector compliance programs, to ensure that national security investigations and other FBI
activities are conducted in compliance with the FBI's governing authorities. OIC reports to the
Director and focuses the attention of executive management on FBI operations and business
processes that pose compliance risks. Through OIC, rather than reacting to problems after they
occur, the FBI seeks proactively to identify legal risks and to develop policy and training to
mitigate those risks.

4/ We believe that OIC can and should play a significant role in proactively ensuring the
FBI's compliance with its governing authorities. In Part Five, we recommend that OIC analyze
and identify compliance risks associated with investigative techniques that implicate potential
risks to civil liberties and privacy interests - and, upon identifying risks, request that the
Inspection Division conduct an audit. We understand that OIC is currently conducting a review
of reported instances of "substantial non-compliance" with the DIOG, which the Inspection
Division will follow with a general audit of DIOG compliance. We believe it is critical that the
FBI and, if necessary, Congress make available sufficient personnel and funds to ensure that
compliance is achieved.
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2. The FBI's Domestic Investigations and Operations Guide

The Domestic Investigations and Operations Guide (DIOG) implements the AG
Guidelines. It is a comprehensive, 270-page collection of procedures, standards, approval levels,
and explanations designed to update and consolidate policies, procedures, and guidance, and to
ensure Special Agent and Intelligence Analyst activities conform to the AG Guidelines. A
majority of its text is unclassified and available to the public on the FBI's website. The DIOG's
purpose is to standardize policies, procedures, and guidance so that FBI criminal, national
security, and foreign intelligence investigative activities are consistent and uniform when
possible (for example, by adopting identical approval, notification, and reporting requirements).
Many policies had appeared in the Manual of Investigative Operations and Guidelines (MIOG)
and memoranda to the field, and had not been re-examined or updated in years.

The DIOG is more restrictive than the AG Guidelines, as well as applicable statutory and
constitutional law, in terms of what investigative activities FBI personnel can use and how they
can use them. Thus, the DIOG establishes greater overall protections for privacy and civil
liberties than the law and DOJ policy require.

In accord with the AG Guidelines, the DIOG prohibits the opening of an assessment
based on "arbitrary or groundless speculation"; solely on the exercise of First Amendment rights;
or solely on the race, ethnicity, national origin, or religious practice of any person or group, or on
a combination of only those factors. DIOG §§ 5.1 and 5.3. The DIOG also stresses the
importance of oversight and self-regulation to ensure that all investigative and intelligence
collection activities are conducted within Constitutional and statutory parameters.

The FBI also issues Policy Guides to provide program-specific guidance to Agents and
Analysts on specific types of investigative activity. The FBI is reviewing and revising its Policy
Guides to ensure that they conform to the AG Guidelines. The FBI finalized its revised Policy
Guide on Counterterrorism Investigations early in 2012.

When the AG Guidelines and DIOG were adopted, the FBI launched a comprehensive
training effort. The primary objective of training was to ensure that FBI personnel understood
and could apply new concepts and authorities. Another objective was to reinforce existing
guidelines and procedures. The FBI recognized that the introduction of the AG Guidelines and
DIOG presented an opportunity to ensure that Agents and Analysts conducted their activities in a
consistent and compliant manner, regardless of their location or program of assignment, and to
standardize processes that had become inconsistent across Field Offices. To this end, the FBI
required more than 20,000 personnel to attend 16.5 hours of live training and to take and pass a
test on the DIOG. The FBI implemented a "train-the-trainer" program that deployed more than
100 Headquarters-trained instructors to its 56 Field Offices and Headquarters. These
Headquarters-trained personnel then trained additional trainers in their divisions.
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An FBI Inspection Division audit of assessments indicates that the training was effective.
The Inspection Division audited all 3,426 Type 3 through Type 6 assessments conducted in 2009.
Of the 218 errors identified, 176 (80%) occurred prior to DIOG training.5/

3. Domestic Investigations and Operations Guide 2.0

When the AG Guidelines and DIOG came into force in 2008, the FBI advised Congress
that it planned an extensive re-evaluation of the DIOG, including a review of the adequacy of its
protections of civil rights and liberties and privacy. That re-evaluation took approximately 18
months. The FBI considered the need for each proposed revision to the DIOG, the potential risks
to civil liberties and privacy rights, and the controls in place.

The FBI informed DOJ of all substantive issues and proposed revisions. Upon
completing the re-evaluation, the FBI briefed its Congressional oversight committees and
advocacy groups, and adopted certain suggestions received[, including advocacy communit
suggestions involving the FBI's Undisclosed Participation Policy (UDP)

The FBI's re-evaluation led to strengthening the protection of civil liberties and privacy
rights in some contexts. For example, DIOG 2.0 requires Type 1 & 2 assessments to be based on
tips or leads. Id. at § 5.6.3.1. It tightens the approval requirement for [UDP and certain other
FBI investigative techniques.!

5/ In 2010, OIG documented DIOG examination abuses and cheating by 22 FBI Agents,
including supervisory personnel. OIG Oversight & Review Div., U.S. Dept. of Justice,
Investigation of Allegations of Cheating on the FBI's Domestic Investigations and Operations
Guide (DIOG) Exam (Sept. 2010). Although OIG identified reasons for this conduct, the
Inspector General concluded that those reasons did not excuse the conduct. The FBI referred the
22 employees to its Inspection Division. Charges will ultimately be forwarded to the Office of
Professional Responsibility for adjudication. The FBI is following established policies and
processes to identify any other employees who may have engaged in inappropriate conduct. The
FBI has developed a new training module for DIOG 2.0.
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The FBI issued DIOG 2.0, effective October 15, 2011. An unclassified version of DIOG
2.0 is available on the FBI's public website.67

Unless otherwise indicated, this Report cites to the original DIOG because that version
was in effect at the time of the matters under review.

4. Agreements with Other Departments and Agencies

The FBI's ability to share information with other government departments and agencies
is governed not only by its statutory authority, but also by a myriad of agreements. For example,
at the time of the Fort Hood shootings, there were more than 100 agreements and Memoranda of
Understanding (MOU) between the FBI and the Department of Defense (DoD) that included
provisions on information sharing.

At the time of the events under review, a 1979 Agreement Governing the Conduct of
Defense Department Counterintelligence Activities in Conjunction with the Federal Bureau of
Investigation principally governed coordination of FBI and DoD counterintelligence activities.
That agreement was amended in 1996 to provide that the FBI advise DoD about
counterintelligence investigative interest in persons associated with DoD.

Another MOU governs the participation of DoD personnel in Joint Terrorism Task
Forces (JTTFs). That MOU addresses the sharing of information related to counterterrorism
investigations with persons who are not JTTF members. DoD participants in JTTFs cannot
discuss JTTF investigations or any information gathered during those investigations with any
DoD personnel outside the JTTF without an FBI supervisor's approval. However, the MOU
directs the FBI to facilitate sharing relevant information with appropriate DoD officials as
expeditiously as possible given the constraints of a particular investigation and any law or
procedure affecting release of the information.

There are legal restrictions on sharing information. For example, there are r e s t r i c t i ons j
the disseminationofgrandjuryinformationandinformation that would reveal sources and
methods. ^ m | | | H | m FISA limits what FISA-derived
information can be shared, and FISA-required minimization procedures limit how that
information can be shared. As notedin Section B. I above, FISA allows FISA-derived
information about non-consenting U.S. persons to be disseminated only if it reasonably appears
to be foreign intelligence, necessary to understand foreign intelligence or assess its importance,
or evidence of criminal activity.

61 DIOG 2.0 also authorizes emergency departures from the DIOG without prior approval
(if sought within 24 hours of the departure),§ 2.7.3.; allows queries of commercial databases and
state, local, and tribal law enforcement records before initiating an assessment (which can weed
out unfounded complaints without resort to more intrusive methods), Id. at § 5.1.1;!

and
clarifies the definitions of electronic and physical surveillance. Id. at § 18.5.8.1.
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Chapter 4

The FBI Information Technology
and Document Review Infrastructure

The actions of the Agents, Analysts, and Task Force Officers who handled the Hasan
information cannot be judged fairly or accurately without an understanding of their working
environment - and, in particular, their technological environment. In conventional warfare, our
soldiers use shoulder arms and handguns. In combating terror, those weapons have a place, but
the FBI's crucial weapon is information. Our investigation revealed that the FBI's information
technology and information review protocols were then, and are now, less than adequate for
fulfilling the FBI's role as the premier U.S. intelligence and law enforcement agency combating
domestic terror.

A. The Standard Workstation

At the time of the events at issue - and today - Agents, Analysts, and Task Force
Officers (TFOs) in San Diego, Washington, and other JTTFs used desktop computers with
commercial off-the-shelf word processing, spreadsheet, and other functionalities common to
contemporary business enterprises (for example, Microsoft® Office, Corel® WordPerfect).
These computers are linked to classified FBI networks to allow for secure email communications
and shared workspace; access to specialized tools ranging from Delta (for management of
confidential sources) to FISAMS (an impressive web-based tool for preparing, transmitting,
seeking approval for, and tracking FISA requests); and access to FBI and certain other
government databases - including, when trained and authorized, classified databases that are
central to the workflow of Agents, Analysts, and TFOs working on counterintelligence and
counterterrorism squads.

This multi-faceted workstation confronted users in 2008 and 2009 with a non-integrated,
sometimes dated, and at times clumsy toolset rather than an integrated, user-friendly suite of
tools. Users had to log in to the desktop computer, then log in separately, as necessary, to a
series of discrete tools and databases, each with its own password and its own search tool (and
thus, its own search methodology). Prior to the Fort Hood shootings, training on these tools and
databases was limited or non-existent. Agents, Analysts, and TFOs typically learned the basics
of each tool and database on the job rather than through formal instruction.
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B. The Standard Toolset

1. Data Warehouse System/Electronic Surveillance Data Management System

(a) Overview

The primary database relevant to our investigation is the Data Warehouse System-
Electronic Surveillance Data Management System (DWS-EDMS). Designed and developed by
the FBI's Special Technologies and Applications Section (STAS), DWS is an access-controlled,
text-oriented database of [information acquired through the FBI's exercise of its criminal and
counterterrorism authorities and techniques (see Chapter 3),]

As of July 2011, the holdings of DWS-EDMS exceeded

Its holdings increase, on average, by
of data - each week.new files — approximately

STAS designed DWS in 2001 as a transactional database to record [communications
^ H H ^ H ^ ^ ^ H I ^ ^ I ^ ^ I- mme intervening years, DWS became the

depository ofBinformation obtained [through exercise of the FBI's governing authorities and
t e c h n i c

Although
not designed as a warehouse database, it has become one. Thus, although it is a capable, if
overburdened, tool for the conventional review of
[information], DWS was not originally designed for the review and management of large
strategic intelligence collections ̂ g^^gg^^jgj^^gjj^^j^^g^j^ j t a j s o

the modern hardware infrastructure needed to fulfill and preserve its functionality.

DWS was the system in place in December 2008 [when Hasan sent his first message to
Aulaqi] H ^ | ^ | ^ ^ H ^ ^ ^ H ^ | ^ | ^ ^ ^ ^ ^ ^ ^ ^ ^ H - STAS upgraded the system
to DWS-EDMS in February 2009. The EDMS functionality assists Language Analysts P

STAS again upgraded the system in May 2009, by implementing a new Graphic
User Interface (GUI). The prior GUI remained operational under the name DWS-EDMS Classic.
Unless a distinction is appropriate, this Report discusses all three systems as DWS-EDMS.

In FBI parlance, email accounts, telephone numbers, and other targets of electronic
surveillance are known as"facilities." As of July2011, DWS-EDMS heldj
[communications] from ^ ^ | facilities in m cases.
[Communications and other information stored in DWS-EDMS] are called "products." |
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